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Letter No: DST/0009/07/2026 Approved Date: 03-07-2026 09:03

File No.: DST/GOI/GOI/24/2026/0780/E-Governance
Department of Science & Technology
Block No.7/5, Sardar Bhavan,
Sachivalaya, Gandhinagar.
Date: As per e-Sign
To,
All the Additional Chief Secretaries / Principal Secretaries / Secretaries,
Administrative Departments,

Sachivalaya, Gandhinagar.

Subject: Implementation of the recommendations contained in the "Blueprint for Reducing Exposure
and Defending against Al-Assisted Vulnerabilities Exploitation in Digital Infrastructure”
and dissemination of the "Guidelines for Original Equipment Manufacturers (OEMSs)" issued
by CERT-In

Reference: Indian Computer Emergency Response Team (CERT-In), Ministry of Electronics and
Information Technology (MeitY), Government of India, Letter No. 2(9)/2026-CERT-In dated
10.06.2026

Sir/Madam,

| am directed to state that the Indian Computer Emergency Response Team (CERT-In), Ministry of Electronics
and Information Technology (MeitY), Government of India, has issued the "Blueprint for Reducing Exposure
and Defending against Al-Assisted Vulnerabilities Exploitation in Digital Infrastructure™ along with
the "Guidelines for Original Equipment Manufacturers (OEMs)" to strengthen organisational resilience

against Al-enabled cyber threats.

2. In the aforesaid communication, CERT-In has requested all Ministries, Departments and State
Governments to undertake an immediate review of the cybersecurity posture of all organisations under

their administrative control and implement the recommendations contained in the enclosed Blueprint.

File No: DST/GOI/GOI/24/2026/0780/E-Governance
Approved By: Secretary, DST

Open the document in Adobe Acrobat DC to verify the E-sign




Letter No: DST/0009/07/2026 Approved Date: 03-07-2026 09:03

Further, CERT-In has requested that the enclosed "Guidelines for Original Equipment Manufacturers

(OEMSs)" be issued to the respective OEMs within their sector.

3. In view of the above, you are requested to circulate the enclosed documents to all offices, organisations,
boards, corporations, autonomous bodies and other entities under your administrative control and advise
them to take necessary action, including the following:

o Undertake an immediate review of their existing cybersecurity posture.

o Implement the recommendations contained in the enclosed Blueprint in a time-bound manner.

o Issue the enclosed Guidelines for Original Equipment Manufacturers (OEMSs) to the respective
OEMs associated with their sector for necessary compliance.

o Take appropriate measures to strengthen preparedness and resilience against Al-enabled cyber
threats.

4. The matter may be accorded top priority and necessary action may be taken accordingly.
Yours faithfully,

(R.C.Desai)
Deputy Secretary (IT),
Department of Science & Technology,

Government of Gujarat

Encl.:

1) Copy of CERT-In letter dated 10.06.2026.
2) Blueprint for Reducing Exposure and Defending against Al-Assisted Vulnerabilities Exploitation in Digital
Infrastructure.

3) Guidelines for Original Equipment Manufacturers (OEMSs).

Signature Not Verified

Signed by%e\/s‘ai

Deputy Secretary”
Date:2026.07.03
12:39:38 +5:3

File No: DST/GOI/GOI/24/2026/0780/E-Governance
Approved By: Secretary, DST
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COMMISSIONERATE OF SCHOOLS

“Vidhya Samixa Kendra” 3 Floor, Opp. Punit Van, Sector-19, Gandhinagar-382021.
E-mail i.d. : officer1-mdms@gujarat.gov.in
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S. Krishnan, Minis

Secretary Informat
- Go

DO. No

I
Subject: Blueprint for Reducing Exposure and Defending against Al-Assi
Exploitation in Digital Infrastructure.

The rapid growth and widespread availability of Artificial Intelligence (Al)

Al, large language models (LLMs), autonomous agents, and Al-driven a
\Psigniﬂcantly changing the cybersecurity landscape. Threat actors are increasin
up reconnaissance, identify vulnerabilities automatically, create highly targeted

e g e e

HRT DR
try of Electronics &

vernment of India

12(9)/2026-CERT-In
10" June, 2026

sted Vulnerabilities

including generative
utomation. tools, are
gly using Al to speed
phishing campaigns,

develop more advanced malware, and carry out cyber attacks at greater speed and scale.

2. . Al-enabled cyber exploitation allows adversaries to identify and e

xploit vulnerabilities,

exposed services, weak identities, insecure APIs, and misconfigured systems much faster than

before. As organisations become more dependent on interconnected digital
platforms, software supply chains, operational technologies, and Al-enabled s
impact of Al-driven cyber threats is increasing across all sectors.

3. In view of the evolving threat landscape, the dobument titled “Blu

infrastructure, cloud
ystems, the potential

print for Reducing

Exposure and Defending against Al-Assisted Vulnerabilities Exploitation in Digital
Infrastructure” has been developed by CERT-In to support organisations in strengthening resilience
against Al-enabled cyber threats. The document is publlshed on CERT-In’s |website and is also

enclosed with this letter.

In addition,

CERT-In has also prepared

“Guidelines for Original

Eqmpment

Manufacturers (OEMs)” aimed at enhancing resilience of digital systems and ICT infrastructure

against evolving cyber threats.

5. It is requested that all organizational units under your administrative

sontrol undertake an

immediate review of their cyber security posture and implement the recommendations contained in
this blueprint. Further, the enclosed “Guidelines for Original Equipment Manufacturers (OEMs)”

be issued to the respective OEMSs within your sector.

W vl M,'Q(Q_y\_
Encl (2): As above
To
1. Secretaries of All Ministries/ Departments

2. Chief Secretaries of States/UTs
3. Regulators (RBI, SEBI, NABARD, IRDAI, CEA)

V& Digital India

W Power To Empower

Yours sincerely,

(S. Krishnan)

EREAIRESS ﬁﬁ?ﬂ 6, HN.Sil.3M. PiFeidd, I3 faecii—110003 / Electronics Niketan, 6, C.G
Tel. : 01124364041 « email : secretary@meity.gov.in

5.0. Comple

on Technology (MeitY)

Pt —

%, New Delhi-110003



A

Ceriras

b ey Dgleer Soeil, w e

|
!

Blueprint for Reducing Exposure éﬁﬁ

Defending against Al-Assi

Vuinerabilities Exploitation in. Digital

infrastructure

Issued by:

Indian Computer Emergency Response Team (CERT%-I_n)
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“1. Executive Summary

The rapid advancement and accessibility of Artificial Intelligence (Al), including

generative Al, large language models (LLMs), autonomous ag

ents, and Al-enabled

automation platforms, are significantly transforming the cybj:security' landscape.

Threat actors are increasingly leveraging Al capabilities to accele

ate reconnaissance,

automate vulnerability discovery, generate highly targeted phishing Ecarﬁn'paigns,
develop adaptive malware, and enhance the scale and speed of cyber-at’iacks.,

|

Al-assisted cyber exploitation reduces the time required for adversarieé fo identify,

weaponize, and exploit vulnerabilities, exposed services, weak identities, insecure

APls, and misconfigured systems. As organisations become increasingly dependent

on interconnected digital infrastructure, cloud ecosystems, software supply chains,

operational technologies, and Al-enabled platforms, the potential
cyber threats continues to increase across sectors,

In view of the evolving threat landscape, this document titled “B

impact of Al-enabled

lueprint fereducing

Exposure and Defending against Al-Assisted Vulnerabilities Exploitation in Digital

Infrastructure” has been developed by CERT-In to support organisations in

étrengthening resilience against Al-enabled cyber threats.
The blueprint provides a structured and implémentation=oriented
i. Governance and éccountability mechanisms.
ii. Exposure reduction strategies.
i Technicalv defensive controls.
iv. A!=aware security operations.
V. Vulnerability and exposure mar'lagerhent..
vi.  Supply-chain security.
.vii.  Incident response and cyber resilience.
vii.  Continuous security validation.

ix. Workforce preparedness and operational readiness.

Issued by CERT-In Version 1.0 | 25.05.2026
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Organisations are encouraged to implement the recommendations contained in this”
blueprint in a risk-informed manner based on operational critical-ity, technology

dependencies, and threat conditions. Given the rapidly evolving nature of Al-assisted

cyber threats, organisations should continuously reassess exposure, validate security
controls, strengthen resilience capabilities, and enhance. operational preparedness

through ongoing -audi.ts, monitoring, testing, and coordinated cybersecurity

governance.

Issued by CERT-In Version 1.0 | 25.05.2026 Page 4 0f 38



&,

"2. Background and Context

The global cybersecurity landscape is undergoing a significant t‘ansform’ation driven
by the rapid advancemerr)t, accessibility, and operationalisation o Artiﬁcialjlntelligénce
(Al) technologies. While these technologies offer significant bene its for inniovation and
operational efficiency, they are also being Iéveraged by malicious actors to enhance
-offensive cyber operations. |

Al-assisted cyber exploitation is increasingly characterised by: :

i. Rapid reconnaissance and attack surface mapping.
i. Automated vulnerébility discovery and exploit development.
i, Highly personalised phishing and social engineering campaigns.
iv.  Al-generated malwére and malicious scripting.
v.  Deepfake-enabled impersonation and fraud.
vi. Automated attack orchestration. |

vii.  Adaptive evasion techniques.

The emergence of autonomous and agentic Al systems further increases the potential
for semi-autonomous or fully automated cyber operatibns capable of accelerating
' multiple stages of the cyber kill chain, including reconnaissance, exploitaticim, privilege
escalation, lateral movement, and data exfiltration. '

At the same time, organisations across sectors are becoming increasingly dependent
on cloud-native infrastructure, APls, interconnected digital services, software supply
chains, operation_él technologies, and Al-enabled platforms. This groWing digital
interconnectivity has expanded the organisational attack sufface "and amplified
systemic cyber risk. Vulnerabilities affecting a single software component, cloud
service, Al integration, supplier, or exposed interface may potentially create cascading
impact across interconnected environments. | '

As exploitation timelines reduce, the duration for which vulherabilities, exposed
<
services, weak credentials, insecure APls, and misconfigured systems remain

discoverable and ~exploitable becomes a critical cybersecurity risk factor.

Issued by CERT-In Version 1.0 | 25.05.2026 ' Page 5 of 38




Organisations can no longer rely solely on periodic assessments or reactive seeurity’

approaches. Instead, cybersecurity programs should increasingly prioritise:

vi.

vil.

viil.

Continuous exposure management.

Rapid remedietion‘ and containment.
Continuous monitoring and threat detection.
Strong identity and access.governance. |

Segmentation and least-privilege architecture..

‘Threat-informed defence.

Operational resilience. .

Continuous Audits and validation of security controls. -

This blueprint has been develdped to assist entities in reducing exposure to Al-

assisted cyber exploitation through structured governance, defensive controls,

.continuous monitoring, operational préparedness, resilience enhancement, and

adaptive cybersecurity practices aligned with evolving threat conditions.

Issued by CERT-In - Version 1.0 | 25.05.20286 Page 6 of 38



*3. Objectives of the Blueprint

This blueprint aims to provide organisations with a structured

and impl:ementation-

oriented framework for reducing exposure to Al-assisted cyber exploitation and

strengthening dyb'er resilience against evolving Al-enabled threats.

The objectives of this blueprint are to:

vi.

" vil.

viii.

Issued by CERT-In

. cloud environments, Al systems, and third-party depende

- Promote continuous vulnerability and exposure manage

Improve organisational understanding of Al-assisted cyber threats, includihg Al-

enabled reconnaissance, phishing,

impersonation, and automated attack techniques. .

malware generation, gxploitation,

Reduce exploitable exposure across internet-facing assets, identities, APls,

ncies.

Strengthen cybersecurity- governance, accountability, risk manadement, and

executive oversight mechanisms.-

Enhance technical and operational security controls across identity, endpoint,

network, application, cloud, Al, and operational technolog

y environments.

Strengthen Al-aware security operations, threat monitoring', detection

engineering, threat hunting, and incident response capab

remediation, attéck surface reduction, and valic_iation of s¢

Strengthen supply-chain and third-party security assuranc
Al models, cloud, and dependency risk management.

lities.

ment, including rapid

scurity controls.

e, including software,

Promote continuous security validation through aud‘li:s & assessments,

adversarial testing, red teaming, and independent assura

Encourage timely threat intelligence sharing, coordin
cybersecurity collaboration among relevant stakehold
including CERT-In, where applicable.

Version 1.0 | 25.05.2026

ce mechanisms.

ated reéponse, and

ers and authorities,
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4. Threat Landscape: Al-Assisted Cyber Exploitation
_ Key threét areas associated with Al-assisted cyber exploitation include:

4.1 Al-Enabled Reconnaissance and Vulnerability Exploitation:

Threat actors may use Al systems to automate:

+

i. Attack su_rface discovery.
i, OSINT aggreéation.-
iii. ldentification of exposed seryices and APls.
iv. Vulnerability analysis. |
2 Expl.oit adaptation énd chaining.
~vi. Malicious code generation.
vii. Automated exploitation workflows.

Al-assisted capabilities significantly accelerate attack preparation and eXploitation
timelines.

4.2 Al-Driven Phishing, Impersonation, and Social Engineering

Al technologles are increasingly being used to generate highly convmclng phlshmg ,
content, impersonation attempts, synthetic identities, and deepfake-enabled fraud.

Threat scenarios. may include:
i. Spear phishing campaigns.
it. Executive impersonatidn.
i 'Deepfake voice and video fraud.
i iv. Business email compromise.
‘ v. Credential theft campaigns.
vi. Al-generated social engineering at scéle

| Such attacks may bypass traditional awareness-based detection mechanlsms due to
' ' their realism, contextual accuracy, and personallzatlon

Issued by CERT-=In Version 1.0 | 25.05.2026 ‘ : Page 8 of 38



4.3-Al-Generated Malware and Automated Attack Operations

Al-assisted offensive tooling may enable: .

End—to—end Cyber Kill Chain' (CKC) exeéution.
Malware modiﬁcatibn and obfuscation.
Adabtive,payload generation.

Automatéd scripting.

Evasion of static detection controls.
Semi-autonomous attack execution.

Lowering of technical entry barriers, enabling even non-¢

untrained threat actors to Iéunch sophisticated cyber-attac

R IR

6310t Teolaor R ity -4 @03

!
"

[
i

xpert / semi-skilled /

ks at scale.

The emergence of agentic Al systems further increases the possibility within highly

compressed time frame of automated multi-stage cyber ¢

reconnaissance, exploitation, persistence, lateral movement, anc
4.4 Adversarial Threats Agaiﬁst Al Systems

Qrganisétions deploying Al-enabled systems may themselves
adversarial attacks against Al models, inference systems, retriey
Al-integrated workflows.

Potential risks include;

i.  Training data poisoning.

vi.

vii.

Issued by CERT-In

Prompt injection.

Model manipulation.

Insecure Al integrations.
Al model theft.
Sensitive data leakage.

Compromise of Al orchestration pipelines.

Version 1.0 | 25.05.2026
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| data exfiltration.
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4.5 Risks to Vital Infrastructure and Digital Ecosystems

Vital sectors includihg govérnment, finance, 'telecommLinications, Digital Public
Infrastructure, healthcare, energy, transportation, manufacturing, and digital services
may face elevated exposure due to increasing dependence on interconnected digital
infrastructure, cloud ecosystems, operational technologies, and Al-enabled systems.

Al-assisted cyber exploitation targetirig such environments mayvresult in:
., i. Operationél disruption.

i. .~ Compromise of sensitive information.

i Financial fraud.

iv. | Disruption of critical services.

v.  Broader national security implications.

4.6 Evolving Nature of Al-Assisted Threats

Al-assisted cyber threats are expected to continue evolving rapidly in terms of.
automation, scalability, .adaptability, and operational sophistication. Organisations

should recognise that:
° Exploi*;ation timelines are reducing significantly.
o Attacks will becéme increasingly autonomous;
e Traditional static security approaches_ would become fnsuffi;:ient,

o Continuous monitoring, rapid remediation, adaptive defence using Al, and

- resilience-focused cybersecurity practices are increasingly necessary.

The evolving nature of Al-éssisted cyber exploitation necessitates continuous threat
assessment, prgactive exposure reduction, operational preparedness, and ongoing
enhancement of cybersecurity capabilities using Al across orgénisations and sectors.

Issued by CERT-In - Version 1.0 | 25.05.2026 Page 10 of 38
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s, Core Defensive Principles

Organisations should adopt Al enabled adaptive, intelligence-driven, cj:ontinuously
validated, and resiliencq—orieqted cybersecurity practices to reduce eprsu_re to AIf
assisted cyber threats. Traditional perimeter-centric and periodjc compliance-driven
security approaches are required but may not be sufficient against rapidly evolving Al-
enabled adversarial activity. | '

!
1

The following defensive principles should guide organisational cybérsecuﬁty strategy,
architecture, implementation, and assurance practices: '

S. No [Principle Objective ) Indicative Measures
Contijuous " monitoring,
Prepare for rapid detection,|jsegm ntat_ioh, . telemetry,

1. ||Assume Breach |lcontainment, and recovery|rapid | incident response
from compromise scenarios. ([mechanisms, " breach

simulations-

A Multi-Factor Authentication
Enforce continuous|(MFA), Privileged Access|

Zero - Trustf ) .
2. ) verification and least-privilegel|Management (PAM), micro
Security o .
access. segmentation,  conditional
‘ access, session monitoring
_ Endpaint protection, Data
Implement layered controls )
: - Loss | Prevention (DLP),
across infrastructure,

3. |[Defence-in-Depth o o secure configurations,

- |lapplications, identities, cloud, - -
backup and . recovery,
and Al systems. -

integrated monitoring

Attack surface monitoring,
Continuously identify and|jvuinerability scanning, cloud

Continuous

4. |Exposure

reduce exploitable exposure. |posture assessment,
Management

remediation validation

Issued by CERT-In Version 1.0 | 25.05.2026 , Page 11 of 38
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S. No |[[Principle Objective Indicative Measures -
Threat modelling, secure
Secure-by- L. | coding, Continuous
‘ ] Embed security into systems, i
Design and o Integration (Cl) / Continuous
5. ' applications, and Al workflows)} .
Secure-by- o Delivery (CD) security
from inception.
Default ' testing, hardened
configurations
) . Threat - intelligence
Align defensive measures| i .
Threat-Informed || . __lintegration, threat hunting,
6. with  evolving adversarial . ] .
Defence ] L detection engineering,
tactics and threat intelligence. _
. |[red/purple teaming .
Maintain operational|Business continuity, disaster|
. Resilience- continuity ~ during  cyber|jrecovery, immutable
" ||Centric Security |incidents and  disruption|backups, crisis
scenarios. communication
: ) . ISOAR workflows,
Security Leverage automation while :
] L N automated triage, human
8. |Automation with{maintaining accountability for » _
_ N L approval for critical actions,
"|[Human Oversight jhigh-impact decisions. L
audit trails
Data classification,
Protect sensitive and :
Data-Centric . o encryption, DLP, access
9. operationally critical data
Security o governance, secure
throughout its lifecycle. ]
- retention
] . . Vendor assessments,
Supply-Chain Reduce risks arising from : :
] SBOM/xBOM, provenance
10. |[Trust and|ithird-party software, Ay
o . validation, third-party
Verifiability models, and dependencies. '

governance

Issued by CERT-In

Version 1.0 | 25.05.2026
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S. No ||Principle Objective Indicative Measures
. i . |Vulnerability assessments,
Continuous Continuously test security . .
L . . ] _|lpenetration testing,
11. [|Validation, Audits|effectiveness against evolving . . L
- |ladversarial simulations,
and Assurance |threats. ) .
independent audits
Enhanced protection for|
Proportional and|Prioritise controls based on|criticall systems, privileged
12. |[Risk-Based operational criticality —and|fidentities, cloud
Implementation (threat exposure. management planes, OT
envirohments

These principles ‘should form the foundation for governance

security operations, incident response, resilience planning, and

across organisational environments.

Issued by CERT-In |

Version 1.0 | 25.05.2026
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6. Cybersecurity Governance and Operational Readiness

Effective defence against Al-assisted cyber threats requires strong governance,

defined accountability, continuous risk assessment, and organisational preparedness.

The following governance and organisational measures should be implemented:

Governance o N
S.No Objective Indicative Measures
Area ’ :
|[Ensure - executive|| .
‘ . o : Governance structure, executive
Leadership visibility andf ) ]
) - review, * risk ownership, cross-
1. Oversight and|jiaccountability for|

. . functional coordination, resource
Accountability cybersecurity and Al-

. allocation
related risks.
Establish formal _ . -
. Security policies, risk
_ governance a L.
Cybersecurity ) i management, incident
mechanisms  aligned .
2. Governance . o governance, escalation
with organisational and e ,
Framework mechanisms, assurance
regulatory ‘
processes

requirements.

Govern organisational

: . Al usage policies, Al risk
Al Governancejluse of Al systems and

- ) . . |assessments, shadow Al
‘18- and Responsible|reduce - risks arising o
] monitoring, governance of Al
Al Usage from  insecure  Al)| .
. . lintegrations
adoption. :
. Continuously assess||
Risk ] Risk assessments, . asset
cyber risk exposure| ] .
Management and . .. [linventories using xBOM, exposure
4, across digital]| . ~
Exposure ] reviews, third-party . risk
environments and .
Assessment . assessment, impact analysis
dependencies. '

Issued by CERT-In Version 1.0 | 25.05.2026 Page 14 of 38
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Governance . ) . _
S. No Objective Indicative Measures
Area : _ :
: Establish and maintain|IAM  policies] cloud security
Policy and i .
- cybersecurity policies|istandards, secure development
5. |Standards _ _
and operationallpractices, Al usage controls,
Management o |
standards. incident reporting procedures
Define accountability
Organisational jand operationallSystem ownership, escalation
6. Roles and|iownership for{responsibilities, third-party
Responsibilities | cybersecurity oversight, operational coordination
functions.
Improve preparedness
against Al-enabled|Security awareness programs,
Workforce o :
phishing, deepfake awareness, role-based
7. Awareness  and|| . ) ] . .
] _limpersonation, and|training, incident reporting
Capacity Building . . ]
social engineering||awareness
threats. '
_ Manage risks arising _
Third-Party andffrom vendors, cloudxBOMS, Vendor assessments,
8. Supply-Chain services, software|lcontractual controls, dependency
Governance dependencies, and Aljvisibility, supplier reassessment
providers.
) ) ) R Vulnerébility metrics, incident
Security Metrics|Monitor organisational o
) response timelines, exposure
9. and Governance|isecurity posture and .
. o o trends, monitoring  coverage,
Reporting operational readiness. .
governance reviews
10 Incident Establish governance||Escalation procedures, executive
Governance and|for crisis management|communication, evidence
Issued by CERT-In Version 1.0 | 25.05.2026 Page15 of 38
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Governance
S. No Objective Indicative Measures
Area
Escalatioh and - cyber incident preservation, regulatory
Readiness coordination. coordination
Continuous cybersecurity audits
and assessments from CERT-In
empanelled Auditing Organisations
in  alignment with the
] ] ] Comprehensive Cyber Security,
Security Validate effectiveness , ) L
: . Audit Policy Guidelines and other
Assurance  and|of governance,| - L )
11. relevant guidelines issued by
Continuous controls, and
' _ _ CERT-In (https://www.cert-
Assessment operational readiness. | .
in.org.in/PDE/Comprehensive Cy
ber Security Audit Policy ‘Guidel
ines.pdf) from time to time, control
validation, risk reviews,
compliance assessments.
Continuously  refine L
Continuous ' Threat intelligence integration,
- governance and| = i o
Improvement and periodic - review,  operational
12. _ preparedness  based - _ |
Adaptive L assessments, resilience
on evolving threats and
Readiness enhancement

operational learnings.

Cybersecurity governance and organisational readiness should be continuously

reviewed and updated to address evolving Al-assisted cyber threats, changing

technology environments, and organisational risk exposure.
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7. Technical Defensive Controls

Organisations should implement layered, risk-based, and c ntinuousjly validated
technical controls to reduce exposure to Al-assisted cyber thriats. Controls should
prioritise protection of internet-facing systems, critical business a pplications, identities,
cloud environmenté, APIs, sensitive data, Al-enabled systems, and operatidnal_

infrastructure.

The following technical control areas should be implemented based on or?ganisational

risk exposure and operational criticality:

~ ||Control o ;
S.No. Objective Indicative Controls
B _ - |/Area ' : :
Asset | inventory, attack
surface |monitoring, shadow
| IT/Al detection, cloud
| exposure monitoring,
Asset : dependency  tracking,
Visibility and|Maintain continuous|adherence to . Technical
) Attack visibility  into exposed|Guideliries on | SBOM |
" |\Surface assets and reduce| QBOM & CBOM Version 2.0
Managemen{junmanaged exposure. issued by , CERT-In.
t ‘ (hitos:/iwww.cert:
in.org.iniPDF/TechnicalGuide
| lines-on: : ,
: | SBOM,QBOMSCEOMAIBO
‘ M_and_HBOM_ver2.0.pdf)
i . ' i o
. Strengthen authentication,|MFA, BAM, least privilege,
Identity andff _ . ‘ _ f
| privileged - access|jadaptive authentication,
i 2. |lAccess o L o
| . governance, and identity|service account governance,
| Security ' . o .
| ' o ' protection. - |laccess reviews .

|
|
|
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' Control . L.
S.No. Objective Indicative Controls
_||/Area
. Protect endpoints and|[EDR/XDR, system
Endpoint - ) . ]
workloads - againstihardening, patching,
3. Jand Server|- - o
" malware, exploitation, and application _ control,
Security i . ) oo
: unauthorised activity. behavioural monitoring
Network ' i Segmentation, ,
. Restrict unauthorised)| _ ‘
Security and|| L microsegmentation, IDS/IPS,
4, . access and limit lateral
Segmentati . ||secure-remote access, DNS
. ([movement. o
on : " lprotection
Email, Anti-phishing”  controls,
Reduce exposure to
Messaging, o ) . |[SPF/DKIM/DMARC,
' phishing, impersonation, ] )
5. |land executive verification
and communication-based - .
Collaboratio procedures, collaboration
attacks. T
n Security monitoring
Secure SDLC,
SASTIDASTISCA, API
security testing, secrets
management,  penetration
testing, - Adherence to
Application ||Secure applications and|Guidelines for Secure
6. |and APIIAPIs against exploitation Application Design,
Security  |and abuse. Development,
' lmpementation &

Operations  issued by
CERT-In. (https://www.ceri-

in.org.in/PDF/Application Se

curity_Guidelines.pdf)

7 Cloud Protect cloud infrastructure|Secure cloud . configuration,

Security  lland  workloads  from identity and access controls,
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Control _ J *
S.No. Area Objective Indicative Controls
rea
misconfiguration anddata proﬁection mechanisms,
identity compromise. and continuous monitoring of|
cloud environments
Data Data classification,
. Protect sensitive and .
Protection ) . encryption, DLP, access
operationally critical data
8. |land - governance, secure
from unauthorised access :
Information d leak retention, Al data Uusage
and leakage. ' .
Security aad controls
Secure Al models,|Prompt injection protection,
9 Al  Systeml|inference systems,||Al access controls, model
" Security orchestration pipelines,|monitoring, Al  logging,
~ |and Al integrations. adversarial testing
Seourtty ' Centralised loggi SIEM
entralised logging,
liLogging, Maintain  visibility =~ for]_ teqrati 9 Qtl lomet
: integration, eleme
10. {Monitoring, [idetection, investigation, gl t , :y
correlation, anoma
and and response activities. _ o y
ol ‘ . detection, alert prioritisation
elemetry
sackup, | th back
- - [lmmutable ackups,
Recovery, |[Ensure recoverability and| . P
] ' restoration testing, recovery
11. |land operational continuity,
. i L. objectives, isolated backup
Resilience |during cyber incidents. )
Control infrastructure
ontrols
OoT and||Reduce Exposure and IT/OT segregation, defence-
19 Critical Protect operational in-depth architecture,
" |lInfrastructur technology and cyber- industrial monitoring, remote
e Security {physical environments. access restrictions, network
isolation| and air-gapped

Issued by CERT-In

Version 1.0 | 25.05.2026

Page 19 of 38




Control -
S.No. Objective Indicative Controls -
Area '

environments supported by
data  diodes/unidirectional
gateways where appropriate,
|[vendor and third-party access
governance, supply-chain
risk management,
dependency visibility, secure
backup and recovery

mechanisms, and continuous

monitoring of OT]
environments

Secure . Hardened baselines,

_ |Reduce exploitable _ ] ) ]
) Configuratio o configuration audits, drift
13. exposure arising from o

n and|| ] _ monitoring, - secure

insecure configurations. o )

Hardening ' administrative controls
Vulnerability assessments,
internal and external Al-

|lassisted vulnerability

Continuous . . .

o Continuously validate||assessments, penetration
: Validation of . _ .
14. effectiveness of deployed|testing, adversarial
Technical - ] ' . .
security controls. simulations, exposure

Controls ;o
validation, recovery!
validation, continuous
security control testing

Organisations should strengthen software, Al-model, and digital supply-chain
visibility through adoption of Software Bill of Materials (SBOM), Al Bill of Materials
(AIBOM), Quantum Bill of Materials (QBOM), Cryptographic Bill of Materials (CBOM),
and related xBOM mechanisms. Such mechanisms help improve transparency,
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component visibility, dependency ftracking, provenance validation, vulnerability .
impact assessment, rapid exposure identification, and coordinated remediation
across interconnected software, cloud, Al, and third-party ecosystems. Adoption of
xBOM frameworks also supports improved supply-chain assurance, operational
resilience, and defence against Al-assisted exploitation targeting vulnerable or
compromised dependencies.

Technical controls should be continuously reviewed and updated based on evolving
threat intelligence, organisational exposure, technology adoption, operational
dependencies, and emerging Al-assisted attack techniques.

8. Al-Aware Security Operations and Continuous Monitoring

Organisations should strengthen sécurity operations and monitoring capabilities to
detect, analyse, and respond to Al-assisted cyber threats. Traditional static and
signature-based approaches would be insufficient against rapidly evolving Al-enabled
attack techniques involving automation, behavioural evasion, |impersonation, and
large-scale exploitation.

Security operations should support continuous visibility, intelligence-driven detection,
rapid response, proactive threat hunting, and coordinated inci(tent analysis across

enterprise, cloud, Al, identity, application, and operational technology environments.

Security Operations ' .
S. No. A Objective Indicative Measures
rea .

Strengthen soc|Centtalised moenitoring,

) - capabilities' using Alltelemetry correlation,
Security  Operations

1. o (Agentic SOC) foralert prioritisation.,
Modernisation . o R »
continuous monitoring|visibility into critical and
and rapid response. internet-facing systems
, ’ I0C correlation,
Threat Intelligencemprove detection and

. monijtoring of Al-assisted
Integration response using J
attack trends, threat
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Security Operations

S. No. Objective Indicative Measures
Area
actionable threat]jintelligence integration,
intelligence. sector-specific  threat
tracking
Behavioural  analytics,
. anomaly detection,
Develop adaptive and ) ]
) . i detection rule . tuning,
3. Detection Engineering (behaviour-based o .
] ] monitoring of privilege
detection mechanisms. )
escalation and
suspicious activity
User behaviour
. monitoring, cloud
- _|lldentify abnormal _
' " |Behavioural Analytics| anomaly detection,
4. . |activity that may evade . oL
and Anomaly Detection . suspicious API activity,
traditional controls. o
operational anomaly
analysis
Maintain visibility| Endpoint monitoring,
_ |across enterprise,|identity monitoring,
Continuous  Security, ,
5. cloud, Al, and|network telemetry, cloud
Monitoring ) ) L
operational logging, APl monitoring,
environments. Al activity logging
) ] _|[Threat hunting
Proactively identify _ _ o
. exercises, investigation|
malicious or stealthy
_ . ‘ ... |lof anomalous behaviour,
6. Threat Hunting activity within . ] ]
o suspicious identity
organisational .
|activity, cloud and Al

envircnments.

misuse detection
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Security Operations| ' e ,
S. No. _ Objective Indicative Measures
Area i
. |
Improve  operational Automated tria;\ge, threat
. _|lefficiency through|(correlation, ‘ alert
Al-Assisted Defensive . . .
7. . controlled use of Al-|lenrichment, investigation
Operations . » o .
assisted security|lsupport, : detection
capabilities. optimisation
L Monitoring Al access,
Maintain visibility into Al L
o N . prompt activity, inference
Monitoring of .. Al|systems, integrations, . :
8. ] N behaviour, Al API usage,
Systems and Al Usageé fland . -operational L
: . prompt »injection
behaviour. ] =
detection
Cross-domain. event
Incident - Correlation||Correlate events acrosscorrelation, attack path
9. and Contextuallenvironments to identify|janalysis, fcontextual
Analysis coordinated attacks. enrichment, identity and
cloud activity correlation
Automated workflows,
improve response . o .
_ . o IOC |ingestion, endpoint
Security ~ Automationfspeed and operational)) . .
10. . o ' isolation, ' response
and Orchestration efficiency through oo
. orchestration, approval-
controlled automation. !
based automation
Verification r’)rocedures,
Seenfak ] Strengthen readiness deepfake - awareness,
eepfake an Ve i i
y - p ) against  Al-enabled executive impersonation
. mpersonation o : slati
DF: A impersonation andlmenitoring, ;escalat_lon
etection Readiness i o i
feaud. mechanisms ; mcludmg
reporting to fappr_opriate
| law e:nforcement
i
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Security Operations

S. No. . Objective Indicative Measures
Area _ _ '

agencies and relevant
authorities.

Detection . engineering
Enhance  operational)training, Al threat

SOC Workforce| . by .
) ._lcapability of security|awareness, cloud
12.  |Readiness and Skills _ _ o
: personnel against|isecurity monitoring,
Development x o ] L
evolving threats. incident ~ investigation
training
. _||Petection review,
Continuously refine
) o telemetry gap
Continuous monitoring and| . - .
... |assessment, incident|
13.  [Improvement and|response  capabilities

learnings,  operational
tuning, threat-informed
updates

Operational Adaptationbased on evolving

threats.

Security operations and monitoring capabilities should be continuously reviewed and
enhanced based on evolving Al-assisted attack techniques, operational observations,
emerging threat intelligence, and organisational risk exposure.
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9. Vulnerability and Patch Management

Organisations should adopt continuous, risk-based vulnerability and patch
management practices to reduce exploitable exposure arising [from vulnerabilities,
misconfigurations, insecure APls, exposed services, weak identities, cloud exposure,
and third-party dependencies.

Vulnerability and exposure management should prioritise rapid identification,
remediation, validation, and continuous reduction of attack surface across enterprise,
cloud, Al, application, operational technology, and supply-chain en\:/ironments.
.Organisations should also maintain continuous situational awarerjess regarding newly
disclosed vulnerabilities, emerging threat intelligence, exploitation trends, adversarial
techniques, and security advisories to ensure timely risk assessment, prioritisation,
and proactive defensive response across their digital ecosystem.

S. No. |Control Area |Objective . [|Indicative Measures
Continuously -identify o L g
. - "|Vulnerability scanning, internet-
Continuous and remediate||
, : - . facing assessments, cloud and API
1. |Vulnerability vulnerabilities across .
) o assessments, remediation
Management |lorganisational
. validation
environments.
Known Exploited Vulnérabilities
‘|Prioritise remediation|(KEV) prioritisation,’  Exploit
] based - on|Prediction Scofing System (EPSS)
Risk-Based o ' ' '
2. o exploitability, based exploit  : likelihood
Prioritisation R Co
exposure, and|.assessment, exploitability analysis,
operational impact. [lbusiness crit'calify assessment,
' threat intelligence integration
Patch andlEnsure timely and|Paich management workflows,
3. ||Remediation  jcontrolled emergency remediation, exception
Management | remediation ofihandling, remediation tli*acking
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S. No. |Control Area [|Objective Indicative Measures

identified
vulnerabilities.

Validate that

Validation of] L ) '
remediation actions|[Rescanning, penetration testing,

4. |Remediation ) ) ) Lo
. effectively  remove|configuration validation.
Effectiveness .
- : exploitable exposure.

Indicative Risk-Based Remediation Timelines

S. No. |Finding Type ' Indicative Remediation Expectation

Known exploited vulnerability|lImmediate containment; patch, mitigate,

1. |affecting internet-facing and|or remove exposure within 12 hours|

crown-jewel systems where feasible.

Critical externally  exposed||Patch, mitigate, or remove exposure
- |vulnerability . within 1 day.

: ] . ... ||Patch or mitigate within 1 day unless

Known exploited vulnerability , _

3. || o compensating controls are implemented

affecting internal systems.
~ and documented.

Critical  internal  vulnerability

o Patch or mitigate within 3 days.
affecting high-value systems

_ . N Patch or mitigate within 5 days based on
5. |High-severity vulnerability _ o '
risk prioritisation.

Implement temporary mitigation
measures such as isolation, access
restriction, WAF/API protection,

6. |No patch available

enhanced monitoring, or feature
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S. No. [[Finding Type Indicative Remediation Expec_tatioh A

disablement until remediatiorj becomes
available. '

10. Incident Response and Cyber Resilience i
Organisations should establish incident response and cyber rgsi ience cababilities to
rapidly detect, contain, investigate, respond to, and recover from|cyber incidents.

Incident _ B N :
S. No. Objective Indicative Measures
Response Area :
Establish structuredIncident, = classification,
1 Incident Responsejigovernance - and||escalation procedures,
| ' Governance escalation mechanisms|lexecutive communication,
| .
| during cyber incidents. |evidence preservation
Deployment of mechanisms
for detection, al;erting, and
'  |Prepare for Al-assistedresponse to Al-enabled
* ||Al-Aware . Incident . o = .
2. attack scenarios andjiphishin attacks,i along with

Preparedness ] . !
adversarial Al risks. - ||deepfake ! response

procedures and cloud/Al
incident handling

Telemetry correlation, alert

Rapidly identify,||validation, , endpoint

Detection, Triage,| . .. . _ ! ]
3. ) prioritise, and contain|jisolation, . credential

and Containment o :
cyber incidents. revocation, . network

containment L

Issued by CERT-In ~ Version 1.0 | 25.05.2026 ' page 27 of 38

|
I
i
l
1
i
i
i




L 0uag LT an dy ey

Incident L L.
S. No. : Objective Indicative Measures
Response Area
_ Assess scope, impact, _
Investigation and . Log analysis, malware
4. and  progression of . i . .
Analysis o analysis, forensic review
incidents. ’
. |[immutable " backups,
Backup,” Recovery,|[Restore operations i L
. o . restoration testing, recovery| -
5. and  Operationallsecurely following cyber o ]
. validation, business
Resilience incidents. . )
: continuity planning
Enable = coordinated|Internal ~ communication,
6 Communication response across|iregulatory coordination,
' and Co’orgination |lstakeholders - and|istakeholder notification,
authorities. ~lincident reporting '
Post-Incident . - Root cause analysis, control
Strengthen  resilience)] = -
Review ° ‘and - validation, response
[£ . through lessons learned)| ,
Continuous ] . improvement, resilience
and operational review. .
Improvement testing

Organisations should conduct incident response exercises, cyber resilience testing,
backup restoration validation, adversarial simuiations, and table-top exercises to
assess operational readiness against evolving Al-assisted cyber threats.

Organisations are encouraged to participate in technical exercises, cyber driils,
simulations, and table-top exercises conducied by CERT-In from time to time for
strengthening cyber resilience, incident coordination, and response
preparedness. |

Entities shouid ensure timely reporting of cyber incidents to CERT-In in
accordance with the directions issued by CERT-In from time to timé, including
reperting of cyber incidents within 6 hours.
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11, Security Validation, Assurance, and Continuous Testing

Organisations should establish continuous and risk-based

mechanisms to assess the effectiveness of cybersecurity

gerfmeé;
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security validation

controls, monitoring

capabilities, incident response readiness, and operational resilience against evolving

Al-assisted cyber threats.

S. No.|Validation Area (Objective Indicative Measures
Continuously assess
. . Exposure assessment,
Continuous effectiveness of] L o .
i ) ' monitoring validation, privileged
1. {Security implemented  controls )
' ) access review, cloud and Al
Assurance and- operational . i :
. .||[security review
readiness.
\ulnerability ) ) Internal/external VAPT, API
Identify exploitable ]
Assessment and ' testing, cloud assessment,
2, . weaknesses across . L
Penetration ] ) segmentation . validation,
] enterprise environments. o . .
Testing remediation verification
) Evaluate resilience|Multi-stage | attack simulation,
Red Teaming and ) . o . .
) against sophisticated||phishing  [simulation, cloud
3. ||Adversarial ) _ _ -
) ] attack scenarios and|compromise testing, lateral
Simulation ) )
adversarial technigues. ||movement assessment
Assess Al systems o .
~ . . ||Prompt injection testing, Al API
Al System|against adversarial ) .
4. ) ) ) ] assessment, model integrity
Security Testing j[manipulation and|| | L
) review, Al workflow validation
misuse. :
Validate security posture
o ' Vendor assessments,
Supply-Chain andjjof vendors, .
] dependency review, software
5. || Third-Party dependencies, and _ ]
_ provenance assessment, third-
Assurance externally integrated )
) party access review
services.
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7. |Continuity and
Recovery Testing

S. No.|Validation Area |Objective Indicative Measures
Security Validate effectiveness of . _
o . |[Detection testing, SIEM
Operations  and|monitoring,  detection,| = _ .
6. _ ©|validation, alert quality review,
Monitoring and response '
. telemetry assessment
Validation capabilities.-
Business Validate continuity and|Backup .restoration testing,

recovery capability

during cyber incidents.

disaster recovery exercises,

operational continuity drills

Tabletop
8. ||[Exercises and
Crisis Simulations

Assess  organisational
coordination and incident

response readiness.

Tabletop exercises,
ransomware simulations, crisis

communication testing

Independent
Audits and
Assurance

Reviews

Conduct .= independent
evaluation . of
cybersecurity  ‘posture
and control
effectiveness.

Cybersecurity ‘audits, resilience
assessments, architecture
reviews, sector-specific
assessments

Organisations should conduct Red Teaming & cybersecurity audits, security -

assessments, adversarial simulations, and resilience validation exercises to

assess effectiveness of implemented controls and operational preparedness.

Where applicable, such assessments may be conducied through CERT-In

empanelled Information Security Auditing Organisa‘tibns in alignment with the

Comprehensive Cyber Security Audit Policy Guidelines (hiips:/iwww.cert-

in.ora.in/PDF/Comurehensive Cyber Sscourity Audit Policy Guidelines.ndf) and

other relevant guidelines issued by CERT-In from time to time.
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12. Secure Adoption and Governance of Artificial Intelligence System

Organisations are increasingly adopting Artificial Intelligence (Al)
operational workflows, analytics platforms, automation envi
development, cybersecurity operations, and decision-support
édoption offers significant operational and efficiency benefits|

technologies across

ronments, software

systems. While Al

it also.introduces

evolving dybersecuﬁty, governance, privacy, operational, and supply-chain risks. The

- growing use of publicly accessible Al platforms, large language models (LLMs),

autonomous agents, Al APIls, and Al-assisted automation

tools may create

unmanaged exposure if appropriaté goveiniance, secrity, monitoring, and validation

mechanisms are not established. Organisations should therefore adopt a structured,

risk-aware, and security-centric approach toward enterprise

deployment.

3

Al adoption and

Accordingly, the following areas should be considered for strengthening secure Al

. governance, operational resilience, risk management, and prote

organisational environments:

ction of Al-enabled

‘ : Key Organisational
S.No. [Area Objective ' - :
- Measures
*Define Al|usage policies and
accountability _ structures
Establish governance and|» Establish approval and
1 Al Governancejaccountability review rwechanisms for Al
" |land Oversight |mechanisms for secure Allintegrations ‘
adoption and operation. Define | monitoring, audit,||
security, and privacy
obligations
' » Maintain|Al asset inventories
‘ : Maintain visibility into Al N
Inventory and i ] * Monitor Al APIs, plugins, and
o systems, integrations, .
2. |Visibility of Al . automation workﬂows
" ||APls, and third-party Al
Systems _ * ldentify shadow or
dependencies. )
unauthorised Al usage
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L Key Organisational
S.No. ||Area Objective
Measures
. ||» Evaluate data exposure and
o Assess cybersecurity, || ) )
Risk ) ) integration risks
operational, privacy, and )
3. ||Assessment for . i ] . Assess third-party
compliance risks prior to Al . '
Al Deployments dependency and resilience
deployment. )
risks
. |l» Restrict upload of sensitive
Prevent unauthorised|| . :
: ] information
Secure Use of|disclosure of

- Define acceptable usage

Systems

processed by Al systems.

4. |Public Allorganisational orregulated|| .
) ] . |[policies
Platforms information through public .
 Conduct awareness and
Al services.
approval-based governance
» Implement access control
Protect Al systems and|and authentication
Al System ) :
associated workflows|| Secure APls and
5. (Security ] ] L
‘ through layered security,orchestration pipelines
Controls )
controls. « Monitor Al usage and
maintain audit logs
» Validate and sanitise external
Prompt Injection| o |inputs
: Mitigate risks arising from ) o
. iland input . ) * Restrict Al permissions and
8. . prompt manipulation and _ )
Manipulation ] o execution capability] -
unsafe Al interactions.
Risks » Conduct adversarial testing
and behavioural monitoring
. Classify and protect sensitive
. |Data ‘Protection|Ensure secure andyatg
7. |and Privacy in Allcompliant handling of data

» Define retention and deletior_u
policies

e  Monitor Al-related data
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| Key Organisational
S.No. [|Area Objective o :
Measures
movement and third-party
- {handling |
» Assess| provider security,
. . . . posture
Third-Party  Al|Manage risks arising from '
» Review contractual and data
' Provider  andjexternal Al models, APls, ) o
8. . handling obligations
Supply-Chain - |jplatforms, and = cloud . . ,
. . » Maintain  contingency
Risk services. ' :
mechanisms  for critical
dependencies
L - Monitor |model access and
Al System({Maintain - operational :
. e L [IAP usage
9. |[Monitoring andjvisibility into Al activities _ ' ‘ )
. - . » Correlate Al telemetry with
ILogging and anomalous behaviour. . o
' . enterprise security monitoring
*  Validate  Al-generated|
Human - outputs :'
. Ensure human validation .
Oversight .- and o » Restric] fully autonomous
10. 4 _ ‘ and accountability for Al- '
Decision + |lcritical actions
assisted decisions. ] '
Governance » Maintain auditability and
- |approval mechanisms
» Review |Al-generated ‘code
and dependencies
» Conduct Static Application
Al in Sofiware|[Reduce risks arising from||Security Testing (SAST),
11. |Development |Al-assisted software|Dynamic Application Security,
and DevSecOps |[development workflows. ||Testing (DAST), and
" dependency | analysis
» Secure Al-=assis!ted Cl/CD

workflows| |
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Organisational|

. Key
S.No. |Area Objective
‘ Measures
* Validate model provenance
Maintain integrity andiland integri
Al Model . ay i : g v
trustworthiness  of  Al|l Protect against unauthorised
12, |Integrity and R L
models and training||modification
Trustworthiness|| . .
. pipelines. * Maintain version control and
inference validation
. Conduct awareness on
. phishing, deepfakes, and data
Al Usage|Build organisational|exposure |
13 Awareness and awareness regarding Al- » Train personnel on secure Al
" |Workforce related  security  and|usage
Preparedness (operational risks. e Establish reporting
mechanisms for. suspicious
activity
. Define operational
' ~ ' . ' boundaries and permissions
Governance of|Secure deployment of o ]
. Maintain continuous
Autonomous autonomous Al systems o . _
- 14. o _ ... [monitoring and audit logging
and Agentic Aljoperating with limited _ ]
L * [Establish override and
Systems human intervention.
o emergency shutdown
mechanisms
* Periodically reassess Al risks
Continuous Ensure continuousjand - architecture
15 Review = and|improvement of  Alle Conduct adversarial testing
| Adaptive llgovernance and schrity and intelligence  review
Governance posture, ‘ * Update governance policies
and controls regularly
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S.No. |Area

Objective

Key

Measures

Organisational

|
|

Al Security
16. |[Assessment and
Assurance

operational,
trustworthiness risks.

Continuously assess Al

systems for cybersecurity,

and

» ‘Conduc
classical
infrastruct
» Evaluz
vulnerabili
risks

» Assess b
bias, fair
explainabi
outputs

. Perf
validation,
assurance

systems

t assessments for
software and
vulnerabilities
Al/ML-specific
ties and ladversarial

Lire

ate

ehavioural integrity,
ness, robustness,
lityy and unsafe
orm continuous
red teaming, and

testing of Al

13. Recommended Implementation Roadmap

Organisations should adopt 'é phased, risk-bésed, and op

erationally practical

approach for implementation of the recommendations contained in this blueprint. ‘

Implementation priorities should focus on reduction of e

strengthening of foundational controls, enhancement of monito:

(ploifab|ej exposure,

ing capabilities, and

ifnprovefnent of operational resilience against Al-assisted cyber threats. .
|

Key  Focus '
Phase Timeline indicative Activities

Areas

Foundational |Establish cybersecurity
Phase | Immediate 0__% d ays |dovernance, " |governance and aécountability
Risk Reduction ' exposure structures; identify crit:ical assets

reduction, and interhet-facing i systems;
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‘ Key Focus
Phase Timeline : Indicative Activities
Areas :
identity security,{implement MFA for critical access;
monitoring conduct vulnerability assessments;
_|readiness patch critical and known exploited
vulnerabilities; reduce unnecessary
exposure; establish incident
- reporting . and escalation|
procedures; ~ enable security
logging and baseline monitoring;
initiate workforce awareness for Al-
assisted phishing and deepfake
threats
Strengthen SOC and monitoring| .
capabilities; integrate endpoint,
cloud, identity, and network
telemetry; establish ~continuous
Continuous vulnerability and attack surface
monitoring,  -|management; implement
exposure behaviour-based detection and|
Phase il . ]
|management, |threat hunting; establish Al
Operational 8-30 days ) '
_ . Al security|governance and Al system
Strengthening : N R -
goverhance, inventory; conduct cloud and API
resilience | security assessments; strengthen
enhancement |third-party and  supply-chain
assurance; conduct tabletop
exercises, ransomware
simulations, and backup restoration
testing
Phase - qy31-60 Advérsarial Conduct red team exercises and
Advanced days validation, adversarial simulations; implement
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reassess orga

e
Phase Timeline Key Focus Indicative Activities
Areas :

Resilience and automation- continuous  control  validation;

Adaptive Security assisted enhance security automation and

defence, orchestration; | adopt Al-assisted

advanced defensive operations where

resilience appropriate; strengthen operational

capabilities resilience and continuity planning;

conduct adversarial Al testing;

validate model integrity and Al

orchestration security; continuously

and resilience .

nisational exposure

yosture

14. Conclusion

The rapid advancement and accessibility of Artificial Intelligence
significantly transforming the cybersecurity landscape and e
sophisticated, scalable, and automated cyber threats. Al-assistec
accelerating reconnaissance, phishing, impersonation, malwar:
devélopment, and large-scale attack operations across in

ecosystems.

(AE) technologies are
nabling increasingly
1 cyber exploitation is
e generation, exploit

terconnected digital

In this evo!vihg threat environment, organisations should adopt adaptive, intelligence-

driven, continuously validated, and resilience-oriented cybersec

than relying solely on static controls or periodic compliance-drive

This blueprint has been developed to support organisations ang
reducing exposure to Al-assisted cyber threats through stren
technical controls, security operations, vulnerability manageme

continuous validation, and operational resilience.

Issued by CERT-In Version 1.0 | 25.05.2026
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Organisations should implement the recommendations contained in this blueprintin a
risk-informed manner - based on operational criticality, threat exposuré, and
organisational maturity. Continuous monitoring, rapid remediation, édaptive defence,
and coordinated cybersecurity preparedness are essential for strengthening resilience
- against evolving Al-assisted cyber threats and enhancing trust in India’s digital

ecosystem

Contact Information

CERT-In Al Cyber Defence Center
Email: aicompliance@cert-in.org.in
Incident Reporting: incident@cert-in.org.in
Contact No.: +91-11-22902657
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1. Introduction

. India’s rapidly expanding digital ecosystem, increasing interconnectivity of critical
systems, cloud adoption, Al-enabled services, and growing dependence on .
software-driven infrastructure have significantly increased the cybersecurity risk
landscape -across sectors. Organizations across government, public sector, digital
public infrastructure, telecommunications, banking, healthcare, manufacturing,
transportation, digital services, and enterprise ecosystems are increasingly exposed
to advanced cyber threats leveraging Artificial Intelligence (Al) and automated
exploitation techniques. '

Recent cybersecurity incidents globally, including misuse of Al models, Al-assisted

vulnerability discovery, automated exploit generation, credential compromise, and

threat landscape. Threat actors are increasingly using Al-enabled tools to rapidly
identify Nexploitablve weaknesses, bypass traditiohél security controls, automate
reconnaissance, and scale cyberattacks against digital infrastructure and supply
chains. In this regard, Indian Computer Emergency Response Team (CERT-In) has
-issded an advisory titled “Defending Against Frontier Al Driven Cyber Risks” on 26
April 2026, for necessary mitigation actions.

accelerated attack execution capabilities, have fundamentally altered the cyber -
)
Further, in view of the evolving threat environment, CERT-In is issuing enhanced |
cybersecurity'compliance guidelines'l recommendations for ail global / domestic }
Original Equipment Manufacturers (OEMs), and techndlogy provider (ihcluding
software vendors, ‘hardware manufacturers, cloud service providers, managed |
service providers, system 'intggrators, technology partners, and .digital service

providers supplying products, software, firmware, platforms, cloud services,

applications, APls, or managed services) organizations operating in India.

2. Security Compliance Requirements
Al OEMs and technology providers are advised to establish and maintain

comprehensive cybersecurity governance, vulnerability management, and secure
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product develophent practices for all products, software, firm
APls, and digital platforms supplied to Indian organizations.

OEMs and technology providers should conduct compre
assessments of all products and systems. using both traditi
methodologies and Al-assisted vulnerability discovery techn
Ieveraging- Machine Learning, LLMs, skills files, reasoning and
identify vulnerabilities. Security testing should include source co

composition analysis, dependency risk analysis, threat m¢

testing, behavioural anomaly detection, and continuous security|

feasi_ble.

ware, cloud services,

hensive ,vulnérability
onal security testing
ques which include
automated testing to
de analysis, software
vdelling, | penetration

monitoring wherever

Organizations should also assess risks arising from the deployment and use of Al-

.enabled services, APls, plugins, automation tools, and Al-assisted ;operational

environments. Risk assessment should be conducted based on the key fbarameters

such as Data sensitivity, Autonomy, Connectivity and Impact. A propriate guardrails -

and safeguards such as human oversight, monitoring & lo ging, debendencies

review (for details refer to chapter 12 of Reference [3], Blu
Exposure and Defending against Al-Assisted Vulnerabilities E

Infrastructure) should be implemented-to prevent misuse of Al

injection, automated exploitation, malicious code generatio

unauthorized access, privilege escalation, social engineering, or

OEMs and technology providers should maintain updated
“Material) of deployed products, software versions, expds
cryptography, third-party libraries, and associated software depe
rapid vulnerability assessment and remediation activities.' The
- hardware / software / cryptography / Al / quantum should alsa
Indian customers including CERT-In, and updated on a regular b

2.1 Specific Obligations

a) Confinuous Vuinerability Asséssment Reporis

OEMSs and technology providers should setup continuous vulne
mechanism on deployed products and platforms. '

|

V 1.0 | 10" June 2026
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systems for prompt
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inventories (Bill of
ed services, APls,
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asis.

srability aissessmeﬁt
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b) Immediate Disclosure of Critical and High-Severity Vulnerabilities

Any Critical (CVSS 9.0-10.0) or High (CVSS 7.0-8.9) severity vulnerability affecting
deployed systems, products, software, firmware, cloud services, or APls should be
communicated to affected 6rganizations and CERT-In immediately upon discovery or
“confirmation, along with interim mitigation guidance and recommended remediation
timelines.

¢) Zero-Day Vulnerability Protocol

If an OEM or technology provider becomes aware of any zero-day vulnei'ability,
active exploitation activity, or exploitation through Al-assisted techniques affecting
deployed products or services, affected organizations including CERT-In should be
notiﬁedimmediately. Interim safeguards, temporary mitigation measures, indicators |
of compromise (IOCs), detection guidance, and recommended containment
procedures should also be 'provided without delay. -

d) Al-Assisted Security Testing Certification

OEMs and techno'logy providers should maintain evidence and periodic certification
confirming that security assessments including Al-assisted code analysis, automated
vulnerability discovery mechanisms, security token scanning, dependency‘“analysis,
and advanced security validation using industry-recognized tools and methddologies
have been carried out. |

3. Accelerated Patch Management and Deployment

OEMs and technology providers should.establish accelerated patch management
and vulnerability remediation processes aligned with the evolving threat landscape
and increasing speed of Al-assisted cyber exploitation.

Immediately upon identification or confirmation of a vulnerability, OEMs and
technology providers should initiate technical validation, exploitability analysis,
affected version identification, aitack surface assessment, and risk evaluation
activities. OEMs and technology providers should determine whether vulnerabilities

[
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»

~

are remotely exploitable, interhet exposed, privilege escalation

weaponized in the wild.

3.1 Patch Development and Compensatory Controls Indicative

Timelines
Vulnerability discovered could Identified or Reported
likely be exploited using Al ‘Vulnerabilities through
" Vulnerability Responsible Vulnerability
Categorization Disclosure __
Information Operational Information Operational
Technology (IT) Technology Technology (IT) Technology
, (OT) (OM)
Critical Emergency 7 -15 Days 5 Days 15 -30 days’
(CVSS 9.0-10.0) | Release . L ,
High 7 Days 15- 30 Days .- 15 Days 30-60 Days
(CVSS 7.0-8.9) .
"~ Medium 14 Days 30- 60 Days 30 Days 60-90 Days
(CVSS 4.0-6.9) : :

The indicative timelines should be implemented in conjuncti

bn with appropriate

validation, testing, change management, and deployment brocedui"es to ensure that

remediation measures do not adversely impact the security,

(OT) environments.

Where immediate patch deployment is not feasible, OEMs and te
should provide interim mitigation guidance including:

o virtual patching mechanisms and compensatory security ¢

minimal impact on operational continuity and service avail

» disabling vulnerable services or features,

o network segmentation / micro-segmentation,

o firewall or IPS rule implementation,

o restriction of internet exposure,

o enhanced logging and monitoring,

e enforcement of multi~factor authentication,

» application allow-listing,

V 1.0 | 10" June 2026
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» temporary configuration hardening measures.
3.2 Patch Deployment Support

OEMs and téchnology providers should provide detailed patch deployment
documentation, testing guidance, rollback procedures, validation mechanisms,
compatibility considerations, operational impact assessment, and technical support
during deployment activities. Validation scripts.or integrity verificatidn mechanisms
should also be hrovidéd wherever applicable. -

3.3 Automated Patch Notification

OEMs and technology providers should establish automated vulnerability and patch
notification mechanisms to alert CERT-In and affected Indian organizations
immediately when security advisories, mitigationé, patches, or emergency
remediation measures become available.

4. Secure Development Lifecycle (SDL) Compliance -

OEMs and technology providers should implement and maintain industry-standard
Secure Development Lifecycle (SDL) practices across all stages of product and -
software development. ' |

- SDL practices should include secure architecture reviews, secure coding standards,

threat modelling, source code analysis, dynamic security testing, penetration 'testihg,
depehdency validation, software composition analysis, supply chain risk
management, secrets management, and security validation prior to release.

OEMs and technology providers should ensure that products are free from
hardcoded credentials, insecure default configurations, exposed administrative

interfaces, unsupported third-party libraries, debug mechanisms, or insecure
authentication controls.
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All sofiware releases, firmware updates, security patches

, APls, and cloud

components should undefgo security validation prior to depJoyment or customer

release.

OEMs and technology providers are also advised to maintain
of Material (SBOM) for products and software components to
tracking and supply chain security management.

5. Credential and Access Management

ipdated Software Bill
support vulnerability

OEMSs and technology providers should implement robust credential, identity, and

privileged access management controls across products, a

infrastructure, cloud environments, and administrative interfaces!

pplications, support

The use of hardcoded credentials, embedded. secrets, default oasswords, insecure

API keys, or undocumented administrative access mechanisn
avoided. .

OEMs and technology providers should implement:’

« multi-factor authentication (MFA),

« role-based access control (RBAC),
"o privileged access managefﬁent,

o password rotation mechan.isms,

« just-in-time privileged access, -

o time-bound administrative access,

» continuous authenticatioq monitoring,

. » automated security token scanning across code repositories.

1s should be strictly

!

OEMs and technology providers should also conduct periodic¢ credenﬁal hygiene

audits and maintain evidence confirming that no customer-related credentials or

secrets are exposed in public repositories, support systems, or unauthorized
environments. .
|

|
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6. Incident Response and Transparency

OEMs and technology providers should establish fom.1aly cybersecurity incident
response and vulnerability disclosure processes to support timely detection,
containment, mitigation, recovery, and customer coordination 'during cybersecurity
incidents. The same should be communicated in written to customers in India and to
CERT-In.

Immediately upon discovery of active exploitation, compromise, or security incidents
affecting deployed products or services, OEMs and technology providers should:

« initiate incident response procedures,

» notify affected organizations,

« preserve logs and forensic evidence,

« identify indicators of compromise (IOCs),

. assess operational and security impact,

« provide containment and recovery gui~dance,

« coordinate remediation and monitoring activities

As per directions issued by CERT-In under Section 70B of the Information
Technology (Arﬁendment) Act, 2008, vide, CERT-In Directions No. 20(3)/20—2_2-
CERT-In dated 28 April 2022, cyber incidents are required to be reported to CERT-In
within 6 hours of noticing such incidents or being informed about them.

6.1 Recommehded Incident Notification Timelines

.« Immediate internal escalation upon confirmation of critical security incidents.

» Preliminary incident notification to affected Indian organizations at the earliest
possible stage with a copy to CERT-In.

. Detailed incident analysis including root cause, forensic findings, exploitation
details, remediation status, and preventive measures should be shared as
soon as reasonably practicable.

o In cases involving customer data compromise, credential exposure,

ransomware, supply chain compromise, Al-assisted exploitation, or

unauthorized administrative access, OEMs and technology providérs should |
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provide regular status updates to their India custome
remediation and recovery activities are completed.

OEMs and technology providers should also ensure
synchronizafio'n, and secure retention of relevant logs and digi
firewall logs, VPN logs, authentication logs, endpoint telemetry
traffic. logs, administrative activity logs, and security monitorin
incident investigation and forensic analysis.

7. Actionable Deliverables Required from OEMs an(
providers |

Deliverable 1: Current Security Posture Assessment

OEMs -and . technology providers should maintain update
assessments  covering deployed products, software

vulnerabilities, C\/SS severity scores, patch status, exposed
related risks, exploitation exposure, and mitigation measure

should also include Al-assisted testing readiness, SDL com
credential hygiene verification.

Deliverable 2: Vulnerability Remediation Action Pian

OEMS and technolbgy providers should maintain documented ret

containing:

CVE identifiers,

CVSS severity ratings,
affected product versions,
exploitation prerequisites,
patch availability status,
interim mitigation méasures,
testing requirements,
deployment timelines,
rollback procedures, .

- V1.0 | 10" June 2026
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« operational impact considerations
Deliverable 3: Enhanced Security Compliance Commitment

OEMs and technology providers should provide formal security compliancé
commitments from their senior management confirming implementation of
vulnerability management, secure develdpment, incident response, patch
management, logging, monitoring, and cybersecurity governance practices. OEMs
and technology providers should also designate cyberéecurity liaison officers and
escalation contacts for incident coordination. '

Deliverable 4: Continuous Security Assessment and Assurance Report

OEMs and technology providers should conduct continuous security assessments,
ihcluding Vulnérability Assessment and Penetration Testing (VAPT), Breach and -
Attack Simulation (BAS), configuration reviews, and independent security audits.
Updated '(eports should be maintained covering- vulnerability status, remediation
progress, penetration testing observations, security advisories, exposure analysis,
unresolved ris_ks, validation of security controls, compliance certiﬁc_ations, and
updated Software Bill of Materials (SBO'M) documentation to support security

assurance, operational resilience, and risk management activities.

Deliverable 5: SDL Compliance Certification

OEMs and technology providers should maintain certification “and ' evidence
demonstrating compliance with Secure Development Lifecycle practices includiﬁg
code review, penetration testing, deperidency management, security token
management, patch validation, supply chain security controls, and secure release
management.
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. 8. Compliance Verification and Enforcement

g 8.1 Organization Verification Rights

Indian organizations including CERT-In, may conduct independent security
assessments, vulnerability verification, patch validation, penetration testing,
configuration reviews, and compliance verification activities for OEM / technology

providers - supplied products, software, services, APIs, and infrastructure.

Indian organizations including CERT-In, may request additional documentation,
security evidence, remediation status reports, incident response records, audit
reports, SDL compliance documentation, SBOM details, or technical clarification

whenever required.

Indian- organizations including CERT-In, may also engage independent security
testing agencies or third-party auditors to validate OEM seclrity controls, patch

effectiveness, vulnerability remediation status, and compliance posture.

For reporting of vulnerabilities, . security incidents, disclosure coordination,
submission of security assessment reports, or any clarification regarding these
guidelines, OEMs and technology providers may coordinate| with CERT-In at

oem.security@cert-in.org.in
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